Date Approved: _7/25/13
PCAMECH COUNT Y o Z I

Behavioral Health Care Services

aron Chapman, MD
Interim Mental Health Director

POLICY:
HIPAA Breach Reporting Date Revised: _ 6/15/13

Policy No.:

POLICY: HIPAA Breach Reporting

The following policy is put into place in order to maintain compliance with 45 CFR 164; SB 541; AB 211
and the ARRA/ HITECH ACT, in relationship to HIPAA breach reporting.

All confidentiality breaches occurring on or after September 23, 2009 must be reported to DHHS and/or
California Department of Public Health (CDPH) (immediately if 500+ individual cases; annually if fewer)
and patient must be notified without unreasonable delay (but no longer than 60 days.)

DEFINITION:

Breach: The acquisition, access, use or disclosure of protected health information (PHI) in a manner not
permitted under the above mentioned laws and regulations, which compromises the security or privacy of
the protected health information.

FEDERAL vs. STATE REQUIREMENTS & RESPONSIBILITIES:

o  Use the Federal Risk of Harm Threshold: For the purposes of this definition, a breach
“compromises the security or privacy of the protected health information” when divulged, means
it poses a significant risk of financial, reputational or other harm to the individual. (See further
information below.)

e 0SB 541 & AB 211: State law requires health facilities as of 1/1/2009 in California to report all
breaches to the CDPH.

o Health facilities include: 24 hour care hospitals, acute psych hospitals, psychiatric health
facilities, home health agencies, hospices, and primary care and specialty clinics operated
by non-profit corporations.

o Requires report to CDPH within 5 business days.

o CDPH then notifies licensing boards of any involved employees of facilities so they may
discipline their licenses.

o CDPH has power to levy fines and other penalties.

DEFINITIONS:

Breach: The acquisition, access, use or disclosure of protected health information (PHI) in a manner not
permitted under the above mentioned laws and regulations, which compromises the security or privacy of
the protected health information.

Exceptions to the need to report a Breach (Further details in Title 45 CFR 164, subpart E):
e Mistaken access by an employee:
© Any unintentional acquisition, access or use of PHI by a workforce member or person,
acting under the authority of a Business Associate (BA) or Covered Entity (CE), if it was
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made in good faith and within the course and scope of the authority and does not result in
further use or disclosure not permitted by the Privacy Rule.

o Mistaken disclosure between two employees: Any inadvertent disclosure by a person
who is authorized to access that PHI at a covered entity or business associate to another
person authorized to access PHI at the same CE or BA or Organized Health Care
Arrangement (OHCA) in which the CE participates, and the information received in not
further used or disclosed in a manner not permitted under subpart E (the Privacy Rule).

e Near Miss:

A disclosure of PHI where a CE or BA has a good faith belief that an un-authorized person
to whom the disclosure was made would not reasonably be able to retain such information,
eg. sending some PHI in the mail to the wrong address where the mail is returned unopened
to the post office as undeliverable, or eg. a nurse mistakenly hands discharge papers to the
wrong patient, quickly realizes the mistake and recovers the PHI before the patient has time
to read it.

e New!! Federal Risk of Harm Threshold: As of March 23, 2013, the “harm threshold” was
replaced with a more objective standard: Section 164.402 states: (Unless an explicit exception) a
breach is an acquisition, access, use or disclosure in violation of the Privacy Rule is presumed to
be a breach unless the Covered Entity or Business Associate demonstrates that there is a low
probability that the PHI has been compromised based on a risk assessment of at least the
following factors:

i.  Nature and extent of the PHI. types of identifiers and likelihood of re-
identification

ii.  The person who used the PHI or to whom it was disclosed

iii.  Whether it was actually acquired pr viewed; and

iv.  The extent to which the risk was mitigate
o Covered Entity must do the assessment in the case of every potential reportable breach
o Records of the risk assessment must be kept for Six (6) years

Considerations: (also see “Breach Risk Assessment-Attachment 17):

1. Who used or received the PHI in violation of the Rule (eg. if the recipient also must
comply with federal privacy laws there is less risk of harm than if others got it.)

2. Were immediate steps taken to mitigate the harm? (Did the recipient provide
satisfactory assurances that the PHI will not be further disclosed and has been
destroyed?)

3. What type of PHI was involved? (If only a hospital patient’s name was released,
with no other information, may be no significant risk of harm. But if it is a specialty
hospital or treatment program that might be different.)

4. Was a limited data set used or disclosed? (If re-identification risk is so small
because the 16 identifiers (below), zip codes and dates of birth are excluded and
therefore there is no significant risk of harm, then no breach.)

1. Names

2. Postal address information, other than town or city, State, and zip code
3. Telephone numbers

4. Fax numbers

5. Electronic mail addresses

6. Social security numbers

7. Medical record numbers

8. Health plan beneficiary numbers
9. Account numbers

10. Certificate/license numbers
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11. Vehicle identifiers and serial numbers, including license plate numbers
12. Device identifiers and serial numbers

13. Web Universal Resource Locators (URLSs)

14. Internet Protocol (IP) address numbers

15. Biometric identifiers, including finger and voice prints; and

16. Full face photographic images and any comparable images.

PROCEDURE:

When a breach is identified:

1. The Executive Director of the Provider Agency or their designee must submit the CA State and
the Federal breach reporting forms within two (2) business days and submit by fax to the BHCS
Quality Assurance Office at (510)639-1346.

2. It is the responsibility of every program/agency involved in a breach to file both reports with the
Federal Trade Commission (FTC) and the CA Department of Public Health (CDHP).

3. Ifitis established that BHCS is involved in the breach, the BHCS-QA Administrator or designee
will evaluate the reports and submit reports as required:

a. If it falls under CA State or Federal regulations.
i. Ifit falls under CA regulations, the BHCS-QA staff will send a report to the
CDPH Contacts listed below within 5 business days of the event, and will attach
the breach reporting forms.
CDPH Contacts:

Privacy Officer

E-mail: privacyofficer@dhcs.ca.gov
Phone: (916) 445-4646

FAX: (916) 440-7680

Information Security Officer

E-mail: iso@dhcs.ca.gov

Phone: (916) 440-7000 or
(800) 579-0874

ii. Ifit falls under federal regulations, a risk/harm assessment will be done by the
Alameda County BHCS Compliance Officer (or designee) immediately. (See
above “Considerations™)

L.

If risk is established and the breach involves 500+ individual cases,
BHCS will report to the US-DHHS by regular 1* class mail within 60
days and to media outlets. If 10 or more individuals whose information
was compromised can’t be reached, BHCS will provide media or website
“substituted notice”.

BHCS will log breaches of less than 500 individual cases and will
provide reports of the breaches to the US-DHHS annually, attaching the
federal Breach Reporting Forms.

Patients must be notified within 60 days by regular 1* class mail to last
known address.

Federal Trade Commission (FTC) | -Link to HHS.gov-BreachReporting

Associate Director — HBN
Division of Privacy & Identity Protection
600 Pennsylvania Avenue, N.W.
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Mail Stop NJ-3158
Washington, DC 20580

FTC Timelines: These timelines refer to when you must notify the FTC of the breach. If the law requires
you to contact the people whose information was breached, you must notify them as soon as you can ~
and no later than 60 days after discovering the breach.

For breaches involving the records of 500 or more people
Complete the form and send it to the FTC within 10 business days of discovering the breach.

For breaches involving the records of fewer than 500 people

Complete the form and send it to the FTC by the 60th day of the calendar year following the
breach. For example, if you discover a breach involving fewer than 500 people on June 30, 2009,
send the form to the FTC no later than 60 days into the calendar year of 2010. If you experience
two breaches like this in one calendar year — one on June 30th and another on November 1st —
complete a separate form for each breach, staple them together, and send them to the FTC no later
than 60 days into the calendar year of 2010.

Verify the form arrived at the FTC by using a mailing method that gives you proof of delivery.
For security reasons, don’t email the form.

Questions? Call the FTC at (202) 326-2252, email hbn@ftc.gov, or send a letter to the address
above.

The BHCS-QA Office will keep all breach reports on file.
Every year in the month of June, an annual reminder of this policy and procedure will be sent to all

providers of services under Alameda County Behavioral Health Care Services. The reminder will include
a copy of the policy and procedure, and will be sent by the BHCS-QA secretary.
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The information reported in this form will be strictly confidential and will be used in part
to determine whether a breach has occurred. Do not include specific PHI or Pl in this
form.

1- CASE IDENTIFYING INFORMATION

DHCS privacy case number:

Reporting entity:

[CIDHCS internal [JHealth plan [JCounty [JOther (specify):

Reporting entity’s privacy incident case number:

Contact name:

Contact email:

Contact telephone number:

2- SUMMARY OF PRIVACY INCIDENT

Return completed form to:BreachNotification@acgov.org
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3 - BREAKDOWN OF SUMMARY

Date(s) of privacy incident: Date of discovery: Date reported to DHCS:

Number of DHCS/CDSS program beneficiaries impacted; please specify which program(s)

they belong to:

How many of the impacted beneficiaries are minors:

Title of person who caused the incident:

Title of unintended recipient:

Suspected malicious intent:  ®Yes ONo
4 — DATA ELEMENTS
Demographic Information (check all that apply)

[JFirst name or initials [JLast name
[ODate of birth [ CIN or Medi-Cal #
[Driver’s license [0 Membership #
[OMother’'s maiden name [JImage

[OJUser name/email address

[0 Address/ZIP

[ Social security number
[ Health plan name

[ Password

OProgram name: |

OOther;]
Financial Information (check all that apply)
[ Credit card/bank acct # [JEBT card PIN #
[JClaims information [ EBT card #
[ Other;| |
Clinical Information (check all that apply)
[ODiagnosis/condition [ Diagnosis codes [ Procedure codes (CPT)
[OMedications [JLab results [ Provider demographics
OTAR # [ Psychotherapy notes  [[] Mental health data
[ Substance use/alcohol data
[OOther;] |

Please list all data elements provided by DHCS:

Please list all data elements verified by SSA:

Return completed form to: BreachNotification@acgov.org

03.20 revision by Tiffany Lynch, ACBH QA Office

Page 2



mailto:breachnotification@acgov.org



ace
A bh

5 - LOCATION OF DISCLOSED DATA

CdLaptop [CONetwork server [CODesktop computer
[JPortable electronic device CJEmail CJElectronic record
OPaper data OSmart phone Hard drive
OcD/DVD [OJUSB thumb drive OFax

OSocial media OOther;| |

6 — SAFEGUARDS/MITIGATIONS/ACTIONS TAKEN IN RESPONSE TO EVENT
Was involved staff trained in HIPAA privacy/security within the past year: @Yes ONo
Was malicious code or malware involved: OYesONo @N/A

Was the data encrypted per NIST standards: OYesO No @N/A

Status of the data (recovered, destroyed, etc.):

Was an attestation of nondisclosure/destruction obtained: OYes @No
(NOTE: If a written attestation is not attached it will be considered verbal)
Was a police report filed: OYes (®)No

Police report # and department name:

MITIGATION SUMMARY (/Immediate actions taken to prevent further unauthorized

disclosure of data)

Return completed form to: BreachNotification@acgov.org
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7 - CORRECTIVE ACTION PLAN (CAP) - Please include implementation date
(A CAP is implemented in an attempt to prevent this type of privacy incident from reoccurring).

8 - DETERMINATION

Has your entity determined this to be a (check all that apply):
[JFederal breach [JState breach [CONon-breach

In the event DHCS determines a notification is not legally required, do you still intend
to send written notification: (®)Yes ONo

(Review & approval by DHCS is still required prior to dissemination of all notification
letters)

An incident is presumed to be a breach. If you have evidence under 45 CFR
164.402(2)(1)(I-IV), please provide the evidence and the HIPAA provision that applies
to find that a breach does not exist.

HITECH BREACH DEFINITION AND EXCEPTIONS

Return completed form to: BreachNotification@acgov.org
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HIPAA Breach
Risk Assessment Analysis Tool

Note: For an acquisition, access, use or disclosure of PHI to constitute a breach, it must constitute a violation of the Privacy Rule

Q# | Question

| Yes - Next Steps

No - Next Steps

Unsecured PHI

Was the impermissible use/disclosure unsecured PHI (e.g.. not rendered unusable,
unreadable, indecipherable to unauthorized individuals through the use of technology
or methodology specified by the Secretary)?

Continue to next question

Notifications not required.
Document decision.

Minimum Necessary

2

Was more than the minimum necessary for the purpose accessed, used or disclosed?

Continue to next question

May determine low risk and not
provide notifications. Document
decision.

Was there a significant risk of harm to the individual as a result of the impermissible use

or disclosure?

Was it received and/or used by another entity governed by the HIPAA Privacy &
Security Rules or a Federal Agency obligated to comply with the Privacy Act of 1974
& FISA of 2002?

May determine low risk and not
provide notifications. Document
decision.

Continue to next question

Were immediate steps taken to mitigate an impermissible use/disclosure (ex. Obtain
the recipients’ assurances the information will not be further used/disclosed or will be
destroyed)?

May determine low risk and not
provide notifications. Document
decision.

Continue to next question

5

Was the PHI returned prior to being accessed for an improper purpose (e.g., A laptop
is lost/stolen, then recovered & forensic analysis shows the PHI was not accessed,
altered, transferred or otherwise compromised)?

May determine low risk and not
provide notifications. Document
decision. Note: don't delay
notification based on a hope it will
be recovered.

Continue to next question

What type and amount of PHI was involved in the impermissible use or disclosure?

Does it pose a significant risk of financial, reputational, or other harm?

Higher risk - should report

May determine low risk and not
provide notifications. Document
decision.

Did the improper use/disclosure only include the name and the fact services were
received?

May determine low risk and not
provide notifications. Document
decision.

Continue to next question
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Did the improper use/disclosure include the name and type of services received,
services were from a specialized facility (such as a substance abuse facility), or the
information increases the risk of ID Theft (such as SS#, account#, mother's maiden
name)?

High risk - should provide
notifications

Continue to next question

Did the improper use/disclosure not include the 16 limited data set identifiers in
164.514(e)(2) nor the zip codes or dates of birth? Note: take into consideration the
risk of re-identification (the higher the risk, the more likely notifications should be
made).

High risk - should provide
notifications

May determine low risk and not
provide notifications. Document
decision.

10

Is the risk of re-identification so small that the improper use/disclosure poses no
significant harm to any individuals (ex. Limited data set included zip codes that based
on population features doesn't create a significant risk an individual can be identified)?

May determine low risk and not
provide notifications. Document
decision.

Continue to next question

Specific Breach Definition

Exclusions

11

Was it an unintentional access/use/disclosure by a workforce member acting under the
organization's authority, made in good faith, within his/her scope of authority
(workforce member was acting on the organization's behalf at the time), and didn't
result in further use/disclosure (ex. billing employee receives an e-mail containing PHI
about a patient mistakenly sent by a nurse (co-worker). The billing employee alerts
the nurse of the misdirected e-mail & deletes it)?

May determine low risk and not
provide notifications. Document
decision.

Continue to next question

12

Was access unrelated to the workforce member’s duties (ex. did a receptionist look
through a patient's records to learn of their treatment)?

High risk - should provide
notifications

Continue to next question

13

Was it an inadvertent disclosure by a person authorized to access PHI at a CE or BA to
another person authorized to access PHI at the same organization, or its OHCA, and
the information was not further used or disclosed (ex. A workforce member who has
the authority to use/disclose PHI in that organization/OHCA discloses PHI to another
individual in that same organization/OHCA and the PHI is not further used/disclosed)?

May determine low risk and not
provide notifications. Document
decision.

Continue to next question

14

Was a disclosure of PHI made, but there is a good faith belief than the unauthorized
recipient would not have reasonably been able to retain it (Ex. EOBs were mistakenly
sent to wrong individuals and were returned by the post office, unopened, as
undeliverable)?

May determine low risk and not
provide notifications. Document
decision.

Continue to next question. Note: if
the EOBs were not returned as
undeliverable, these should be
treated as breaches.
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Was a disclosure of PHI made, but there is a good faith belief than the unauthorized
recipient would not have reasonably been able to retain it (ex. A nurse mistakenly
hands a patient discharge papers belonging to a different patient, but quickly realized May determine low risk and not
the mistake and recovers the PHI from the patient, and the nurse reasonable concludes | provide notifications. Document
15 | the patient could not have read or otherwise retained the information)? decision. Document findings.

Burden of Proof: Required to document whether the impermissible use or disclosure compromises the security or privacy of the PHI (significant risk of financial,
reputational, or other harm to the individual).
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