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Highlights of PHI/PI Security Requirements 
 

These guidelines are excerpts from ACBHCS’s contract with the CA DHCS and applies to all 
ACBHCS contract providers as well as County clinics.  For more detailed requirements, please 
see attached Exhibit F: Privacy and Information Security Provisions, Attachment A:  Business 
Associate Data Security Requirements.  Please consult with an IT specialist to make sure your 
agency is in compliance with HIPAA and HITECH regulations. 
  
Technical Security Controls 
 

• Workstation/Laptop Encryption.  All workstations and laptops that store PHI or PI 
either directly or temporarily must be encrypted using a FIPS 140-2 certified algorithm 
which is 128bit or higher, such as Advanced Encryption Standard (AES).  The encryption 
solution must be full disk unless approved by the CA Department Information Security 
Office. 

o Encrypting the documents only is not enough 
o Encryption of documents through Microsoft Word 2007 is NOT enough 
o Encryption of documents and password protection is NOT enough 
o Encryption solution MUST be full disk encryption (FDE) 

 
• Minimum Necessary Only the minimum necessary amount of PHI or PI may be copied, 

downloaded, or exported in order to do the work at hand. 
 

• Removable media devices All electronic files that contain PHI or PI data must be 
encrypted when stored on any removable media or portable device (i.e. USB thumb 
drives, floppies, CD/DVD, Blackberry, backup tapes etc.).  Encryption must be a FIPS 140-
2 certified algorithm which is 128 bit or higher such as AES. 
 

• Transmission encryption All data transmissions of PHI or PI outside a secure internal 
network must be encrypted using a FIPS 140-2 certified algorithm which is 128bit or 
higher, such as AES.  Encryption can be end to end at the network level, or the data files 
containing PHI can be encrypted.  This requirement pertains to any type of PHI or PI in 
motion such as website access, file transfer, and E-mail. 

 
Paper Document Controls 
 
 Supervision of Data PHI or PI in paper form shall not be left unattended at any time, 

unless it is locked in a file cabinet, file room, desk or office.  Unattended means that 
information is not being observed by an employee authorized to access the information.  
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PHI or PI in paper form shall not be left unattended at any time in vehicles or planes and 
shall not be checked in baggage on commercial airlines. 

 
o Alameda County BHCS requires that clinical records be stored in a “double locked” 

manner (e.g., in a locked filing cabinet located within a locked office). 
 

o Alameda County BHCS requires that if records must be transported, maintain the 
“double locked” and safeguarding requirement (e.g., transported in a locked box in 
a locked vehicle trunk and not left in an unattended vehicle).  Laptop computers 
must have full disk encryption, be password protected and transported in a locked 
vehicle trunk.   
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What to do in Case of a Suspected or Actual Breach or Security Incident 
 

Breach: The access or acquisition of any unsecured PHI or PI in electronic 
media or in any other media by an unauthorized person. 

 
Security Incident: The attempted or successful unauthorized access, use, 

disclosure, modification or destruction of PHI/PI; or interference with system 
operations in an information system that processes, maintains or stores PHI. 

 
Immediately upon discovery of a suspected or actual breach or security incident, County 
providers and contracted providers must: 
 
 Call ACBHCS Quality Assurance Office at (510) 567-8105 to report the incident (leave a 

message if after business hours, weekend, or holiday). 
 E-mail or fax a Privacy Incident Report (PIR), with as much information as is known at 

the time to ACBHCS at BreachNotification@acgov.org  or fax to (510) 639-1346.  
Link to CA DHCS PIR form at: http://www.dhcs.ca.gov/formsandpubs/laws/priv/Documents/Privacy-Incident-Report-(PIR)-2014.pdf 

 ACBHCS will in turn, notify the CA DHCS of the incident & submit the required Privacy 
Incident Report to the CA DHCS. 

 
In the next 2 working days: 
 
 Continue to investigate the incident to obtain as much information as possible.  The 

information you gather will assist in determining if a breach did occur. 
 By the end of the second working day, send an updated PIR to ACBHCS Quality 

Assurance. 
 ACBHCS staff will file the required updated Privacy Incident Report to the DHCS that is 

due within 72 hours of the discovery. 
 
During the next 7 working days: 
 
 Continue to investigate the incident in your agency/clinic. 
 If needed, begin to formulate a Mitigation Strategy and Corrective Action Plan 
 County staff will also investigate and may ask you questions regarding facts about the 

incident, security measures that were in place at the time, current relevant policies and 
procedures, police reports that were filed, any other reporting done, details of your 
agency’s Mitigation Strategy and Corrective Action Plan, etc. 

 County staff will file a complete PIR with the DHCS within ten (10) working days of the 
discovery of the incident or later if more time is needed.  

mailto:BreachNotification@acgov.org
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Documents/Privacy-Incident-Report-(PIR)-2014.pdf
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DO NOT: 
 
 Do not contact CA DHCS directly regarding the privacy incident as it is ACBHCS’s 

responsibility to notify them. 
 Do not send out notification letters to affected individuals until you have submitted a 

sample notification letter to ACBHCS and the letter has been reviewed and approved by 
DHCS. 

 
ACBHCS Contact for Privacy Incidents: 
 
Attn: QA Associate Administrator 
Phone: (510) 567-8105 
FAX: (510) 639-1346 
E-mail: BreachNotification@acgov.org 
 
Please note that guidelines in ACBHCS HIPAA Breach Reporting Policy dated 7/25/13 (and 
posted online) are incorrect and are currently being revised.  For questions or concerns, please 
contact ACBHCS QA as listed above. 

mailto:BreachNotification@acgov.org



















